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OpenVox

OpenVox Communication Co Ltd

Address: 10/F, Building 6-A, Baoneng Science and Technology Industrial Park, Longhua New District, Shenzhen,
Guangdong,China 518109
Tel: +86-755-66630978, 82535461, 82535362

Business Contact:_sales@openvox.cn

Technical Support: support@openvox.cn

Business Hours: 09:00-18:00(GMT+8) from Monday to Friday

URL: www.openvox.cn

Thank You for Choosing OpenVox Products!
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Confidentiality
Information contained herein is of a highly sensitive nature and is confidential and proprietary to OpenVox
Inc. No part may be distributed, reproduced or disclosed orally or in written form to any party other than the

direct recipients without the express written consent of OpenVox Inc.

Disclaimer

OpenVox Inc. reserves the right to modify the design, characteristics, and products at any time without
notification or obligation and shall not be held liable for any error or damage of any kind resulting from the
use of this document.

OpenVox has made every effort to ensure that the information contained in this document is accurate and
complete; however, the contents of this document are subject to revision without notice. Please contact

OpenVox to ensure you have the latest version of this document.

Trademarks

All other trademarks mentioned in this document are the property of their respective owners.
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Revise History

Version Release Date Description
1.0 19/04/2018 First Version
2.0 22/06/2018 Apply for the Cloud Management Platform 2.0 version

Attention: It applies to DWG Series El1 Gateway firmware version 2.4.2 and later;

OpenVox Communication Co., LTD.

UC Series IPPBX firmware version 2.5.3 and later;
Wireless Gateway firmware version 2.0.12 and later.
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1. Register an account on the Cloud Platform

1.1 Sign Up and Activation

1. Enter into the website https://cloud.openvox.cn/, and fill in the registration

information correctly.

Figure 1-1-1 Sign Up

OpenVox

Login Sign Up

jim.liu@openvox.cn

@ The password is correct.

‘ EQTV ’ —%
& The verification code is
correct.
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2. Click "Sign Up", you will see the prompt.

Figure 1-1-2 Successful Registration

Successful Registration.

Please go to the registered Email box to activate account.

3. Please follow the prompt to activate your account.

Figure 1-1-3 Activate Account

Activation Email

cloud | Vv

To john.huang 2018-04-13 09:41 Hide Detail

From: cloud < cloud@openvox.cn>
To: john.huang <john.huang@openvox.cn >
Time: 20185E4813H (Bf) 09:41
Size: 2 KB

Hello, dear customers:

Thanks for your registration on OpenVox cloud platform, please click the link below
and finish the registration:

https://cloud.openvox.cn/web/ActiveServlet

(If the link cannot be redirected, copy and paste it into the browser's address bar to
access it.)

Reminder: Please do not reply to this email. This is an email generated by system.
Thank you for your attention and support on OpenVox cloud platform.Please feel
free to contact us if you have any problems while using the service.
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4. Activated successfully.

Figure 1-1-4 Activated Successfully

OpenVox

Activated Successfully

This page will turn to Login page within 4 seconds:
click to change (click here to change instantly)
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1.2 Llogin

1. Fill in the account info and click "Login" button.

Figure 1-2-1 Login

OpenVox

Login Sign Up

Login
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2. Set up OpenVox Devices

1. Enter the Ul of devices, and go to page "ADVANCED > Cloud" (DGW Series E1

Gateway/Wireless Gateway) OR "System > Maintenance > Cloud Management"(UC

Series IPPBX);

2. Fill in the account and password;

3. Turn on the switch and click "save", this device will connect to the cloud

management platform, and the connection status will change.

Figure 2-1 E1 Gateway Cloud Management Interface

Vox5&Stack SYSTEM | T1/E1 | VOIP | ROUTING | NETWORK | ADVANCED | USER | LOGS
- Asterisk APl | Asterisk CLI | Asterisk File Editor | Auto Provision | SNMP | TR069 | Failover | Capture | Cloud —/
ADVANCED 1 & = Q)
» -
G Free Commun | cation

Enable Cloud Service:  [Te1\ M1

Account: john ‘

“Password:  [seeeeee |

* Connection Status:  connected

Save‘ Don't have an account? Sian up

OpenVox

Figure 2-2 Wireless Gateway Cloud Management Interface

erelessGateway SYSTEM | MODULE | VOIP | ROUTING | SMS | NETWORK LoGs

SWG-2
Asterisk APl | Asterisk CLI | Asterisk File Editor | Cloud

! jr,
ADVANCED % ’.g ,‘\
Free Commun m cation .....>

Cloud

s |

%

Enable Cloud Service: m

Choose Service: America ¥
Account:  fohn
* Password:  [sesserens
* Connection Status:  conpected

Save | Don't have an account? Sign up

OpenVox  ~
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Figure 2-3 IPPBX Cloud Management Interface

OpenVox Language =% Skins W e admin

Search modules

Cloud Management

I3 System
Seecuarity
User Permission

Maintenance

Firmware Update

Cloud Managerment

Don't have account? Sign up
st wse firefox browser for a betler experience,
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3. Operate the Equipment on Openvox Cloud

Platform

3.1 HOME

The HOME page of OpenVox Cloud Platform is composed of five parts: navigation bar,

search bar, filter box, tabs and content area.

Figure 3-1 Home Page Layout

OpenVox

O]

All Product Armamentarium
Product Type uc DGW SWG 5-G @ Multiselect
Status Offline Online
Activation Time Within An Hour In One Day Nearly three days This week Within one month
Device List  Equipment statistics = Blacklist
My Devices Oniine ; 2 Offine: 1 n @ 83 -
User ID Product Type ModelName MAC Address Status Source IP Location Equipment IP Operation
+ tot Digital Gateway DGW-1004 AD:98:05:01:.D5:25 m 120.236.234.142 s | 172.16.100.110 @ & '@' 5 (D
+ tot Digital Gateway DGW-1004 A0'98°05:01DA'DO [ oniine | 120.236 234 142 S 172 16 100 180 * O W B O
+ tot IPPBX IPPBX-500 a0:98:05:02:07:43 120.236.234 142 | 172.16.208.33 @ ) '@' 5 (D
Total: 3 10/page |v

Copyrignt @ 2018 OpenVox / All rights reserved

Table 3-1 Definition of Home Page Layout

Item

Description

@ Navigation

Include the following menu items:

OpenVox Communication Co., LTD.
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Bar >

Home: You can see all the OpenVox Communication
Equipment connected to your account and filter/
search/manage them as you wish.

Monitoring: In this module, you can enable or disable
the monitoring function. If the operation is "enable",
you will receive an email notifying you the offline of
your device from the cloud server.

Account: You can add or edit accounts in this page.
Map: Here you can see regional distribution of all

equipment.

(@ Search Here you can enter the User ID, Product Type, Model Name,

Bar MAC Address and IP Address of any device to search.

(®Filter Box | Used to filter the devices in the Device List and Blacklist.

(@ Tabs Include the following tabs:

> Device List: On this tab page, you can see all devices

connected to your account, and execute Upgrade,
WEB Remote Access, SSH Remote Access, Delete,
Reset Password, Blacklist, Reboot, etc. as you needed.
Equipment Statistics: On this tab, you can view device

statistics.

> Blacklist: You can view and remove blacklisted

OpenVox Communication Co., LTD.
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devices under this tab.

(5)Content | View information or operate device.

Area

3.1.1 Device List

1. Under Device List, you can see all the OpenVox Communication Equipment

connected to your account.

Figure 3-1-1 Devices List

Device List Equipment statistics  Blacklist

My Devices Online : 3 Offline; 0 n 89

User ID Product Type ModelName MAC Address Status Source IP Location Equipment IP Operation
+ tot Digital Gateway DGW-1004 AD98:05:01:D5:25 W 120.236.234.142 I = F 172.16.100.110 @
+ tot Digital Gateway DGW-1004 AD:98:05:01:DADO w 120.236.234.142 I = F 172.16.100.180 @
+ tot IPPBX IPPBX-500 a0:96:03:02:07:43 m 120.236.234.142 TR EI 172.16.208.33 @

Goto 1 Confirm ~ Total: 3 10/page |~

Figure 3-1-2 Devices Tag

Device List Equipment statistics  Blacklist

My Devices Online : 3 Offine: 0 nu EB -

User ID tot

Product Type Digital Gateway

Alias DGW-1004

MAC Address AD:98:05:01:D5:25

Status

Source IP 120.236.234.142

Location IR

Equipment IP 172.16.100.110

Operation & @ '@' fﬁ =N -1 Q)
User ID tot

Product Type Digital Gateway

Alias DGW-1004

MAC Address A098:05:01:DADO

Status

Source IP 120.236.234.142

Location IR

Equipment IP 172.16.100.180

Operation & @ '@' fﬁ =N -1 Q)
User ID tot

Product Type IPPBX

Alias IPPBX-500

MAC Address a0:98:05:02:07:43

Status

Source IP 120.236.234.142

Location IR

Equipment IP 172.16.208.33

Operation & @ '@' fﬁ =N -1 Q)
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2. If the OpenVox Communication Equipment is connected to the cloud platform, you
will see the Online status on the Devices List.

3. Click the "+" sign to view the details of the device.

Figure 3-1-3 Devices Details

Device List  Equipment statistics  Blacklist

Wy vevees onine - 2 onre: o (NI B ER

User ID Product Type ModelName MAC Address status Source IP Location Equipment IP Operation
- tot Digital Gateway DGW-1004 A0'98:0501D5:25 [ onine ] 120.236.234 142 R I 172.16.100.110 @ @ W B O
Digita Product Hodel DEW-1004
A0:9805: Edtranet IP 120.236.234.142
Interal IP 172.18.100.110
Firmu 44

2018-Apr-26-10:4350 2012-06-23 00:25:42

74%

5% System Uptime 5 Days, 21 Hours, 39 Minutes
+ tot Digital Gateway DGW-1004 A0:98:05:01:DA'DO Em 120.236.234.142 = 172.16.100.180 L Q@ =B O
+ fot IPPBX IPPBX-500 a0:98:05:0207:43 Em 120.236.234.142 R 172.16.208.33 8w B O

Total 3 10/page |v

4. If you want to configure the devices which are in a distance through the web

interface, you can log in to the cloud platform and click on the & WEB Remote

Access button, then you will enter an interface to operate or monitor your device.

Figure 3-1-4 Web Remote Access

<« c o © & httpsy/cloud.openvox.com.cni37127 | 8o nND s h ® =

PBX Management

2 admin

15

OpenVox Communication Co., LTD. Website: www.openvox.cn



OpenVox

Cloud Management Platform User Manual

5. If you want to get information via CLI, you can click = SSH Remote Access to

access the command line interface on web page.

Figure 3-1-5 Command line Interface

G (@ #. hitps;//cloud. openvox.com.cn:24119 | BE e Ihn @O & & @

ssh login: root
root@cloud.openvox.com.cn's password:

R R R A R R R R R R R AR
Welcome to

To access your PBX System, please open

the Internet B ser using the following URL:

http://172.16. 3

B T e e e e

[root@localhost /]#

6. If you forgot the password of a device connected to the cloud management

platform, click the “° Reset icon as marked in the figure. After passing the

verification, the password will be reset to the default “admin/admin”.

Figure 3-1-6 Reset Password

Are you sure you want to reset the
web login password of this device?

. . I
7. If you want to reboot some remote devices, you can click Reboot button O , pass

the verification and confirm, the chosen device will reboot automaticlly.
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Figure 3-1-7 Reboot

Are you sure you want to restart?

8. Click the < Upgrade icon. The pop-up window will prompt the current device

version, the latest version, and the update log. You can upgrade the device to the

latest version on the cloud management platform.

Figure 3-1-8 Upgrade

Online upgrade
Update log

*This is the first version of firmware for SWG-2016/32 Series gateway.
Release date

18/5/2018

Latest version information

202

Current Version Information

204

9. If you want to remove some devices that will not be online again, you can W
Delete them.
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Figure 3-1-9 Delete

Delete X

Are you sure you want to delete it?

Confirm Cancel

10.While if you want to remove some devices that connect to your account constantly,

you can £ Add them to Blacklist.

Figure 3-1-10 Add to Blacklist

Blacklist x

Are you sure want to pull it into blacklist?

3.1.2 Equipment Statistics

Under the Equipment Statistics tab, you can see the number of connected devices
and online devices under the current account, what’s more, there also provides an
intuitive pie chart.
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Figure 3-1-11 Equipment Statistics

Device List  Equipment statistics ~ Blacklist

All @ Devices

Equipment statistics

SWG
} o
IPPEX.

Total Number of Devices
Total Number of Online Devices

uc

O

3.1.3 Blacklist

In the Blacklist Page, you can check the blacklist and remove device from the blacklist.
Figure 3-1-12 Remove from Blacklist

Remove Blacklist X

Are you sure you want to take it off the blacklist?

Confirm Cancel
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3.2 MONITORING

On this page, you can enable or disable the monitoring service. When you enable the
monitoring service, you will receive an alert email ten minutes after the device turns

offline.

Figure 3-2-1 Monitoring Service

Enable Monitoring Service

The Monitoring Service is disabled on the device. When the
Monitoring service is in operation, an email will be sent to you once
the device turns offline for 10 minutes. Are you sure to enable
Monitoring Service?

For devices that enabled the cloud monitoring service, you can add a monitoring email
address. After the device goes offline, we will send an alert email to your registered
email address and the monitoring email address you set. Support batch add mailboxes,

separated by a newline.

Figure 3-2-2 Add Monitoring Mailbox

Cloud Monitor Setting

Email
Address

= ==
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3.3 ACCOUNT

In this section, you can add sub-account or edit accounts as you wish.

Figure 3-3-1 Account

Serial ... Username Alias Email Address Activate or not? Account Type. Operation
1 tot tot shu.dong@openvox.cn Activated Primary Account
Goto | 14 Confirm | Total1 10 /page |v
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3.4 MAP

You can check the location of devices on MAP page.

Figure 3-4-1 Map

OpenVox

Onling © -
Seoul
o
Map Satellite @
South Korea  Magoya Japan
R E4 @
chi Yellow Sea 9 Tokyo
o
ina Osaka WA
Shanghai AR
L£h
g [:}
i w2 East China Sea
)
A p Taipei
iy O &1t
Bangladesh 2 , Taiwan
\dia oW Y o 4
Iy anmar S
(Bvurma} - Hona Kong
Laos: Philippine Sea
5 § X
LY L N
Thailand - South Luzan
) e
iy | Bangkok_ < Vietnam  “M17558
Bay of Benga AT THRAT - ]
¥ " Cambodia Philippines
Andaman Sea / _L{gHo Chi Panay
Gulf of " Minh City - e
Thailand alawan
Go g|e Mindanaa

2allll Anli

Map data ©2018 Google, ORION-ME, SK telecom, ZENRIN | Terms of Use

Copyright © 2018 OpenVox / All rights reserved

OpenVox Communication Co., LTD.
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3.5 Time Zone

You can set the time zone of your region on Time Zone page.
Figure 3-5-1 Time Zone
oPenVox HOME  MONITORING  ACCOUNT MAP

(D auit
j

SystemTime  2018-08-16 02:01:48 (A Time Zone

Time Zone Eastern Time
POSIX TZ String ESTS5EDT.M3.2.0,M11.1.0
NTP Server 1 0.centos.pool.ntp.org
NTP Server 2 pool.ntp.org

NTP Server 3 time.nist.gov

Sync from NTP Sync from Client
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3.6 Operation Log

You can view the actions of this account on Operation Log page.

OpenVox

¥ A

tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:
tot Aug 15, 2018 11:

OpenVox Communication Co., LTD.

Figure 3-6-1 Operation Log

5319 PM

53:04 PM

51:50 PM

51:35 PM

51:27 PM

51:27 PM

51:27 PM

51:26 PM

4119 PM

4119 PM

Confirm

Total: 1798

P

120.236.234.142

120.236.234.142

120.236.234.142

120.236.234.142

120.236.234.142

120.236.234.142

120.236.234.142

120.236.234 142

120.236.234.142

120.236.234.142

10 /page |~

BE

Acquire Device List

SSH Remote Access Device IP: 172.16.208.33
Acquire Device List

WEB Remote Access Device IP: 172.16.208.33
Acquire Statistics

Acquire Device List

Acquire Blacklist

Access HOME

Acquire Device List

Acquire Statistics
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