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1. lA&ER

ARGy EC25-E-FA_KR [MIRRAZE B, 2 RTARAS B 3 R [ AR A (5 B MR .

2K ] {4 R A (A=A &N

[i4] 4 EC25EFARO08A05M4G_KR 01.001.01.001

2. EEREW

s iR

[1] AP BT, BT ATERE, WIF &k 10 N .

2] IEK: Flash 8 FH A, i FFoePl. CFUN W4, SIM R#dGk . WRTI#. =

ITHE NVM 4 Sk RAE T 30 K.

AW E BB TE ) APN Profile. 5% CID 37 I 625 APN Profile. 5%
[3] FUBE T EL AN T REREYER) IMS. SOS % APN Profile, 1&5505 iX 6 & 14 ki A W,
FEZ Profile 1A AR F .

AT+QGDCNT=1 I AT+QPDPGDCNT=1 £ 5 flash, i /' & 2 & 8 A K .
AT+QAUGDCNT 5 ik S BC & A, T3 E H ) RAF 5 A5 2 I 1A R R

4] 1 TR R, REECE S L AT 454
2. I R L A B A I TR R B L
AR B A . A EC25EFARO8AOSMAG._ KR R08 NFEZk(E B, i
[5] WE AR P, AR T2 AR RO8 AR A . WA ARG TR SR, 1
IR R R I E HAR S HE
- IR A E A, TiiAs EC25EFARO8AOSMAG_KR 1 KR M 5E AR ALE B, A
WS EAMRAET . WA HSTHER, HHRBEEE AR,
7 FOTA FHZuid e v 7 BRI B e e Bt i . S ERER T G FE b A AR R L, A /MR i

HEER flash 538
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3. AR

3.1. [E R A2 T i B

B P PR A [LAAES iR
EC25EFAR08A05M4G_KR 01.001.01.001 =
EC25EFAR08A04M4G_KR 01.001.01.001 e
EC25EFARO8A03M4G_KR 01.001.01.001 Eiine
EC25EFAR08A02M4G_KR 01.003.01.003 -
EC25EFAR08A02M4G_KR 01.002.01.002 B2
EC25EFAR08A02M4G_KR 01.001.01.001 Eiin
EC25EFAR08A02M4G 01.001.01.001 B
EC25EFAR08A0IM4AG 01.001.01.001 B
3.2. IR

EC25EFARO08A05M4G_KR_01.001.01.001

ThREIR fej Bt

GENERAL  #¥ AT+QWI1SETMAC F F1&8% WLANL ] MAC Hiik.

EC25EFAR08A04M4G_KR_01.001.01.001

ThREIR oy B2t

Voice Call F£T voice over usb T, SCRFEA ]84

EC25EFAR08A03M4G_KR_01.001.01.001
Thag [EEE

AUDIO SRR 16 K WAV S5 55504 RE

CMUX B AT+QCFG="cmux/flowctrl", HT4#] CMUX #0 M Ei4Fm .
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i AT+QHTTPCFGEX, H AT+QHTTPCFGEX="send_add" fJ 3 il & £ ik 36 &
%, FT POST 243K % 2%

i AT+QNWCFG="rej_cause_7_mapping", FIT42 il 750 4% 45 4 5 R #7 3
AT .

TCP SSL B AT+QSSLOPENEX, FT-SCHRFHIN [A] N A PRidt & 7. SSL EEHEIm1E

HTTP

NETWORK

TCP SSL fift 1k AT+QSSLCFG="renegotiation" ¥ & H 1 ) {5 .
GENERAL  3Z#F oemapp F+Z IR,

GENERAL  SoftSIM SDK, ## 7+ 2 M [m17R Thig .

GENERAL it AT+QGPSSNRTEST, Al Tillif 251 CN.
GENERAL 1% AT+QCFG="secbootstat", FT3:Hl SecBoot Rz,

EC25EFAR08A02M4G_KR_01.003.01.003

ZhREIR fa iR

AUDIO SCREFRE SRR SD R

Fiil es8311 fil es8374 codec, [FAIN¥sIN AT+QDAI FT 15 & es8311 fll es8374 codec
FIME CE AT+QDAI=10 3B N es8311. AT+QDAI=11 W & A es8374).

TCP/UDP i AT+QCFG="TCP/SendMode", HT-##fi| TCP kiz#¥#s SEND OK El 77 (.

¥ W AT+QICFG="send/auto" H F & B & ¥ & & # # o0 B O M
AT+QICFG="recv/ignore" 1T 2B FI 18 & Edls (R25),

TCP/UDP i AT+QICFG="wakeup/data", J1T B & MR N 2.

AUDIO

TCP/UDP

GENERAL ¥ /& GSM 4wt 3, SCHHZH 74T,

i AT+QCFG="urc/ri/udp" #1 AT+QCFG="urc/ri/ludp_enable", | T TCP/UDP

GENERAL
1 Rl

EC25EFAR08A02M4G_KR_01.002.01.002

ThREIR fj Bt

DFOTA S2HL KT&LGU DFOTA Thfig.

B IMS BLE 4 AT+QIMSCFG="session_timer" Al AT+QIMSCFG="regpriority"
Sy B E SIP 21 v I 25 F0 W 28 3 MR 26 4%

EC25EFAR08A02M4G_KR_01.001.01.001

GENERAL

ThREIR fai B thid

BT i AT+QBTGATADVDATA, A TTCE ADV ik

NETWORK ¥ AT+QLTENGBR, HT-#if) LTE AFX/{Z 5.,
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TCP SSL Frih AT+QSSLCFG="dtls", HF3ZkF DTLS Ihfk.
Wi AT+QICFG="sendpktsize", FT & AT+QISEND n K& M4+ .

TCP/UDP ‘ .

i AT+QCFG="tcp/mss", T i&® MSS k/h.
WIFI B AT+QWIFICFG="fc20_21", H-T3ZH#FI#: FC21 F1 FC20 goldenbin.

i AT+QDISIMEIW, Fi-F# BN IMEI Protect #i )&l 2 F4bT IMEI
GENERAL .

Protect &z

NETWORK ¥ AT+QCOPSCFG, Tl & AT+QCOPS HIfT A

i AT+QCFG="cops_control" , H T # il AT+COPS 14l i B (A 5
AT+QCFG="nwscanmodeex" $I/ific & ).

NETWORK ¥ AT+QCFG="netmaskset", FTHc & M7 MHEHL .,

NETWORK

GENERAL ¥/ AT+QWDNS, i TH & DNS JI 45 st

GENERAL  #1 AT+QTXPWR, I T3REL Tx M EE R

GENERAL Hris AT+QCFG="hardcoded_ecc_list",

EC25EFAR08A02M4G_01.001.01.001

ZhREIR i EE iR

TCP/UDP B AT+QISENDX, H T H#em N B ki,

Voice Call ¥ AT+QCFG="call_control", FT& & &7 [ s ki ik,

XFREE AT AT+QCFG="dhcppktfitr",2 FL B2 H5 DHCP H [ Hihik W 2 753 98 UDP
?&io
GENERAL  #1# AT+QBTSPPCON, T 3 5wl 4 % & 3 57 SPP %44,

GENERAL

EC25EFAR08A01M4G_01.001.01.001

ThREIR oy B2t

/ /

3.3. Theetitk

EC25EFARO08A05M4G_KR_01.001.01.001

ThREIR fa B AR

LowPower &% example_lpm A4 K ) .
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NETWORK

NETWORK

NETWORK

NETWORK

SMTP

WIFI

WIFI

GENERAL

EC25-E-FA_KR 3R A<35 58 1 BH

BEAERHR CHERIER AT A N, QMI dmc_activity info_ind_msg -5 2 H =5 1)

K

BrHXT attach reject #8 HIEHE, DU 2 SKT HIBI 2K .

LA R E MCFG, W& AT+QCFG="ims", f§i} 5 AT+QIMSCFG="ims" [¥}{F H{#
F—%.
A% FH SKT MBN 11 IPSec.

1B SMTP 10M A I 1 ) 7L .

1B AHAE Wi-Fi AP #3F, 24 country-code=CN &} country-code=KR, 802.11 ac H.
channel=0 I}, #iEBkEE$ 2.4 GHz [ .

BEEIE Wi-Fi AP #F, 4 country-code=US, 802.11 ac H. channel=0 I, #¥iiE
BE#EF) 2.4 GHz {17 L,

BE ATFWD 3RS /N 2 535 1 1) it

EC25EFAR08A04M4G_KR_01.001.01.001

ZhREIR i EE iR

Voice Call

GENERAL

B LGU 1878 7 75 >R LA VOLTE @ 1 ] il

PLAL SMTP A IEH 18 (1 i)

EC25EFAR08A03M4G_KR_01.001.01.001

ZhREIR

DTMF

HTTPS

SMS

Voice Call

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

fa B iR
B R IE DTMF S KSCRFRIE 32 M.

B2 HTTPS 2 Fhf, B RST J&, FBHCRFE i,

1BHAE AT+CMGL=4 SEHUGAS HASET, A% xCAS TE A 14 )
BE AT+CLIP MEZR M T kR H 15 A ] 8

&8 % 4:wiF CVE-2021-3169.

B4 Telstra 1z°& 75 attach APN 4 null.

# ROW MBN profilel &A%, profile3 APN name &4 SOS.
STKINIERT K, Bk MTU {i°4 1440.

AR E 7 MCFG MBN ik 2.

itk AT+QIMSCFG="service_info" .
AT+QIMSCFG="session_timer".

AT+QIMSCFG="user_agent" #l

EC25EFAR08A02M4G_KR_01.003.01.003
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ZhREIR

EC25-E-FA_KR 3R A<35 58 1 BH

e AR

MQTT

NETWORK

RMNET

TCP SSL

TCP SSL

TCP/UDP

WIFI

GENERAL

GENERAL

GENERAL

A e MQTT FEHE I 1) 85

fi i F AT+CREG/+CGREG/+CEREG % B ¥ 31 b 4R W 4% 13 it R &5,
AT+CFUN=0 J5, TMZIEMIRZS(EE BRI .,

fift ik NDIS 42 J5 , BRI 57 UDP server, WA 280408 i ) .

WAT

N SSL mEEE, MERICAELT

1542 SSL [ ALPN S50 R G AN Fa 5E ) e 731
R IR 55 2% R 1% 1 TCP 31 window scale & 14 I, Modem 4= E FE %R 3L 7]

H

L o
WIFI B (i1 FC20) BN AP, Zui ik 25 W SRAT F A R P S i B AR, 4k URC
(+WIFIAUTHFAIL).

ARRFAT AT+HQIMSCFG="2 J ik [Fl £ 12 1 i) B3
fift e AT+HQGDCNT i) 2 ) Uit B 481 Hi s M 38 1 A VR A 114) ) R

FH KT M LGU i B 7R, sms_retry limit & A 0, KT IP 2KA1¥ E A IPV4AV6.

EC25EFAR08A02M4G_KR_01.002.01.002

ZhREIR

HTTP

TCP/UDP

GENERAL

GENERAL

GENERAL

fay B

fRRPAT AT+QHTTPPOSTFILE it 34 17] HTTP(S) k1% POST &K, FAERI SR
T 1 MK, B E 2h A R

fiid vk UDP IPV6 Hhhb 5 i 1) it

fift e AT+QGPSLOC & 9] (1 5€ A2 77 305 GPGSA AT ] 2 o
B KT MBN (1145 2. 3. 4 % APN, KT MBN JitA B #1y 202106221 .

fif e AT OIS, Linux 485 2B B[] oK 1) il

EC25EFAR08A02M4G_KR_01.001.01.001

ZhREIR ] B R

AUDIO

AUDIO

AUDIO

DFOTA

DFOTA

EEBRBEERARBAERAF

fift itk AT+QAUDCFG=? £ ] JC uac_fs il uac_music i [# 1) 7] 8 .

fil vl 7 RS SN eV AT+QCFG="pcmclk",1 j&i Hl PCM b Hi iy 1] 751

1. B MP3 B AU S .

2. {4k AT+HQAUDPLAY % 454& J5UH AT+QAUDSTOP 158 1 E 3% 75035 4l 2 7] ) bR i 7] 46
g

DFOTA FH2b, [&] 5 5 FH 2 i W B P RE R

fit URL & 5Bk 77, DFOTA T4 2% M 1) ) Jit



necred

FTP

FILE

HTTP
MQTT
MQTT

MQTT

NETWORK

PPP

GENERAL

TCP SSL

TCP SSL

TCP/UDP

TCP/UDP

TCP/UDP

WIFI

WIFI

WIFI

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

EC25-E-FA_KR 3R A<35 58 1 BH

e FTP S 21817, Ak FTP RS a3k, JEBEIniE 45 in 25 IR

it EAESCIER] SFS A MINE 5, FRR ORI FTP Dhfe AL 255 4%, FEOCIF
figE 2 Y 1

fift Bt AT+QHTTPREAD H2HL HTTP(S) AR 55 f i 47 S22 W 1) 7]

d

J

FR LRI IT B QoS Z544h 2 ITH G, I B I MQTT JEFEWT 1) 1] 3
1B AT+QMTOPEN="& [A] [ 15 1t [H 9 (1-65535) -

it AT AT+QMTOPEN M4 Hik+QMTSTAT:0,65535 4 i [ in] @il

A PR ELR I R T, FRiE T AT+CREG/AT+CGREG/AT+CEREG W& H5h LR M4
Mo A&, @ ok AT+CFUN=4 #F1 AT+CFUN=1 1] #t 2% B & ™ % &5
AT+CREG/AT+CGREG/AT+CEREG 2 ] J& I 45 IR AS b [ 1) 1t

RV E R N, PPP MERMERaL I 0] .

&k ik € £ locator/LBS AH % AT iy 4 AT+QLBSCFG? .
AT+QLBSCFG="token" (iS4 &~ .

1 TCP SSL 2 it [ i 52 FH A B i e 1

AT+QLBSCFG=? #l

&5 AT+QSSLSEND=<clientID>,0 7 if] (154 K I&IRA A IE A 14 1]

&5 15 Debug M #3. TCP %5, AT+QISTATE 5 if] Socket iR 451 42 1 4 7 1 1) i,
HHEEZIESZ T8 vart2.

fiitk AT+QICSGP il E TCP/IP | FSCHMCERINS, M IPVAVE )% IPV4 AL
i) &

i - UDP IPV6 Hiuhik 57 55 1) n) 5

fityeiEid AT+QWSSIDHEX=1 % & SSID A7 &g A5, #id AT+QWSSIDHEX=0
BEE SSID A HEX ¥ a0 AAE R 1)

fifr ik AT+QWIFICFG="stainfo" Joi% &7~ IPv6 5 B 1 7] .

&5 WIFI {E )y STA %42 AP,{H PC i ] ECM JCiE3E B2 28 1) n] Bl

ff U EE — PR 37 BN BOEI, fEH] AT+CGACT=1,1 F OS5 — B3 e, M4y
T FIRHIE

SEEPLHE SN A4 AT+QPOWD=0 [ ZhfE .

fift e AT+QACDBREAD L AP/modem il Y] ACDB Ui, ARE TG IE & TAFH1A]
Rl

SEEE ubi 125 45 X HE S S AR EEHLA

ffi B Smartfren MBN VOLTE I fig , £ #F Smartfren MBN kIt & 5 &
‘Commercial-Smartfren',0x0501250A,202012291 .

B A SR R R A A IE 1P T84 DNS bk, FHLTEEEM MBIM ZREL 1P {117 55

o

filt th AT+QSTKGI=37 FRELEE H A1) % Ry 2s 1 1]
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GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

GENERAL

EC25-E-FA_KR 3R A<35 58 1 BH

i i T RSSI B ZEIR FEH AT+QCSQ il Jo R A 7] &
T 3F SE13 TABLE If[E] A 2020/12/21 .
LGU %% 5% {8 F] USIM £~ EflmsiName.

il M 3G L2 LTE B, 3REC DRX HL 48 i 1 351 .

Z1E AT+QGPSCFG="gnssconfig",8 1T 5 44 7% 651% [Al k% A v +CME ERROR:
501.

¥ VF_Germany VoOLTE MBN i A% 202103022, ¥l hos 1 sos #ii APN.
SEEHEEEVUEACE 75K, TEH KT MBN HH4 202103061 .

seEEEEAFECE 5K, ¥ LGU MBN Jfii4< A 202103101,

SEEHREVEAE 7oK 1200 SKT MBN 25 —#%. 55U APN profile, 5 ¥ SKT MBN
A A 202103121 .
AT+QPDPTRYCFG 7/ F1-F4 g8, WS HONE PR, WAl & 5 ik

=l
o

2363 1P Hu K B I 50 A RFRS, BRUVKE 45 H T 2 50 AT
EF-DIR BHURMA il SIM R .

1 SIM KGR FCP Hdi i, 4 EST SUHEFR U AFE M.

. AFHIERREIZE R IE SIM E9LL IEY .,

ffifigiEid AT+QMBNCFG="AutoSel" & &% MBN Thfg.

A

3 Telstra-Commercial_VOLTE MBN fiz4< A 202105192,

EC25EFAR08A02M4G_01.001.01.001

ThREIR

AUDIO

Dual UART

FTP

FTP

HTTP

HTTP

HTTP

HTTP

] B2t

fifg i FH AT+QLTONE = & 374 tone &I, FE L FT BT A BESZ R Ek URC (1) i) @«
44T AT+QCFG="urcport/sms",1 3 & ilil Debug M _E#HE(5F URC AA R iR
1

fFRIEAT FTPS Wy SRR 1 B 2 R I i) AL

fift ik FTP A% SCAHAE i A I ) R

fRULER: HTTPS k5245 i), fEE F I HUAT AT+QHTTPSTOP FEL AT L5 3 1)
I 2

iR AT AT+QHTTPCFG="closed/ind",1 J& /| HTTP(S)& &< MK URC L5
2B A FARMR+QHTTPURC: "closed" f4 i) flil .

it HTTP(S) B fal UE Ja AR BN R HH B GET 8 K 2RI 1) 1) it
fiFt ok DLZH B 2l el 5 R 3% PUT 153K, 12HX TCP AR S5 i b 31 & TR EE 702 1 )

H

/_J?ijo
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MQTT &2 AT+HQMTUNS=? [ [0 45 5 +QMTUNS.
oM B AT+QCFG="qti/qmifrag" H T R fEEIK NT98528BG 1~ 5147 QMI $£ 5 K
1) 7] R

GENERAL fiftyeiE it AT+QLBSCFG="contextid"fic & APN A4 24 1) I .,

WIFI B2 ATH+QWMOCH FIERIAEIE S AN 0.
GENERAL ;bimgz}? it AT+QCFG="usbnet" 2 J3%, NEZFAEE), Har A E ok
KN o

GENERAL ST I ECE 2 MAC BRI R 1R E Tk

GENERAL B SRR IR T RE T AT R BRYCIRES T T

GENERAL fift R ffi ] AT+QACDBLOAD S A\t 5 4~ ACDB SCHERS, & E R i,
GENERAL fif B Smartfren MBN I & £t Modem &7 A7 525 Y i) 7L
GENERAL Pt GSM A T PA Il 5% .

GENERAL WCDMA M5, @imnBhiElshae AL FHe g

fif R g5 T B W BB AR R ERTIE T, RITHF TR DIREEN RS L4k jammed )
7]

EC25EFAR08A01M4G_01.001.01.001

GENERAL

ZhREIR EEEEEP

/ /

3.4. B51 8 /3

ThREIR e R iR

/ /

#E

BUEMSAN N PR . B2 TS BRI R I B G BOR SCHF .
Windows % %;:

USB Zk3)j: Quectel LTE Windows_USB_Driver_V2.2.4
Qflash T.H: QFlash_V7.0

Linux &4t

EEBRBEERARBAERAF -11-
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QFirehose T.H: QFirehose_Linux_Android_V1.4.21

USB ZK#)j: Quectel_Linux_USB_Serial_Option_Driver 20220622
Quectel-CM T.H: Quectel_QConnectManager_Linux_V1.6.6

QLog T H: Quectel_QLog_Linux&Android_V1.5.22

QMI_WWAN 3Xzf: Quectel_Linux&Android_QMI_WWAN_Driver V1.2.7
GobiNet ZK¥z: Quectel_Linux&Android_GobiNet_Driver V1.6.5
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necred EC25-E-FA_KR AR AR E i B

4. T
%5 ThEeTH XA S B/
SMS EC25EFARO8A01M4G_01.001.01.001 /
Voice Call EC25EFAR08A01IM4G_01.001.01.001 /
Data Call / BASCHE
FAX / A
Basic Function USSD / BASCHRE
PHB EC25EFAR08A01M4G_01.001.01.001 /
STK / BAHF
CMUX EC25EFAR08A01M4G_01.001.01.001 /
FILE EC25EFARO8A01IM4G_01.001.01.001  {X3Z#¥RAM FILE.
QMI EC25EFARO8A01M4G_01.001.01.001 /
TCP/UDP EC25EFAR08A01IM4G_01.001.01.001 /
PPP EC25EFAR08A01IM4G_01.001.01.001 /
FTP EC25EFARO8A01M4G_01.001.01.001 /
HTTP EC25EFAR08A01IM4G_01.001.01.001 /
NITZ EC25EFAR08A01IM4G_01.001.01.001 /
NTP EC25EFARO8A01M4G_01.001.01.001 /
Protocol Function
TCP SSL EC25EFAR08A01IM4G_01.001.01.001 /
MQTT EC25EFAR08A01IM4G_01.001.01.001 /
MMS EC25EFARO8A01M4G_01.001.01.001 {V 3 #F MMS ki%ThE.
SMTP EC25EFAR08A01IM4G_01.001.01.001 /
PING EC25EFAR08A01M4G_01.001.01.001 /
SMTPS EC25EFARO8A01M4G_01.001.01.001 /
HTTPS EC25EFAR08A01IM4G_01.001.01.001 /
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necred

Special Function

SIM
Detection

DFOTA

ECM

LowPower

RMNET

DTMF

Dual UART

RNDIS

UAC

SD

WIFI

BT

EEBTEGERARBRGHERAF

EC25-E-FA_KR 3R A<35 58 1 BH

EC25EFARO08A01M4G_01.001.01.001

EC25EFARO8A01M4G_01.001.01.001
EC25EFARO8A01M4G_01.001.01.001
EC25EFARO08A01M4G_01.001.01.001
EC25EFARO8A01M4G_01.001.01.001
EC25EFARO8A01M4G_01.001.01.001
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